Ravenscourt Park Preparatory School

Staff Acceptable Use Policy

This Acceptable Use Policy is intended to ensure:

that staff will be responsible users and stay safe while using the Internet and other communications
technologies for educational and personal use.

that school ICT systems and users are protected from accidental or deliberate misuse that could put
the security of the systems and users at risk.

that staff are protected from potential risk in their use of ICT in their everyday work.

Acceptable Use Policy Agreement

| agree to use the school ICT systems in accordance with the following school policy documents:

Digital, Al and e Safety Policy
use of mobile devices policy
use of pupil images policy
use of social media policy
staff code of conduct
Safeguarding policy

By signing this agreement, | agree to the following:

| understand that the school may monitor my use of the ICT systems, email, and other digital
communications.

| understand that the rules set out in this agreement also apply to use of school ICT systems (e.g.,
laptops, tablets, email, etc) when used off site.

| understand that the school ICT systems are primarily intended for educational use and that | will
only use the systems for personal use within the policies and rules set down by the school.

| understand that the loaning of a device is on a temporary basis and is not mine to keep.

| understand that this is to be used for school purposes only.

| will not disclose my username or password to anyone else, nor will | attempt to use any other
person’s username and password.

| will immediately report any illegal, inappropriate, or harmful material or incident | become aware
of the Designated Safeguarding Lead or the Deputy DSL in their absence.

| will not access, copy, remove or otherwise alter any other user’s files, without their express
permission.

| will communicate with others in a professional manner, | will not use aggressive or inappropriate
language and | understand that copies of emails that | have sent may be provided to parents
through requests made under the General Data Protection Regulations.

| will use my own mobile device in accordance with the school’s policy on the use of mobile devices.

| will refrain from giving pupils unsupervised access to the Internet and will evaluate websites that |
wish to use with pupils prior to the lesson / homework where they will be used.

| will ensure that when | take and / or publish images of others, | will do so in accordance with the
school policy on use of pupil images. Where these images are published (e.g., on social media or
the school website) it will not be possible to identify by name, or other personal information, those
who are featured.

Page 1 of 3 Gardener School Group: Staff Acceptable Use Policy



Ravenscourt Park Preparatory School

Staff Acceptable Use Policy

¢ | will only communicate with parents / carers using official school systems and school equipment
and not personal email accounts or personal mobile phones (other than in an emergency). Any such
communication will be professional in tone and manner.

e All direct communication with pupils will be through school managed IT services (Gardeners
Schools Office365 tenant, iSams)

e | will not contact past pupils on Facebook or other social media whilst they are under the age of 18
years old.

e | understand that staff are expected to keep a ‘professional distance’ from the parent body of the
school, and they are strongly advised NOT to enter into social media exchanges with any parents.

e | will not post any inflammatory or derogative comments about the school, the staff, parents, or
pupils on social networking sites.

¢ | will not engage in any on-line activity that may compromise my professional responsibilities.

¢ | will not open any attachments to emails, unless the source is known and trusted, due to the risk of
the attachment containing viruses or other harmful programmes.

e | will not try to upload, download, or access any materials which are illegal or inappropriate or may
cause harm or distress to others.

¢ | will not use any programs or software that might allow me to bypass the filtering / security systems
in place to prevent access to such materials.

e | will not (unless | have permission) make large downloads or uploads that might take up Internet
capacity and prevent other users from being able to carry out their work.

e | will notinstall or attempt to install programs of any type on a machine, or store programs on a
computer, nor will | try to alter computer settings, unless with permission from the IT department.

e | will notinstall any apps on my device without consulting the IT department.

e USB drives are not recommended, all school data must be saved to SharePoint/OneDrive

¢ | will not disable or cause any damage to school equipment, or the equipment belonging to others.

e | understand that the General Data Protection Regulations require that any staff or student / pupil
data to which | have access will be kept private and confidential, except when it is deemed
necessary that | am required by law or by school policy to disclose such information to an
appropriate authority.

e | will ensure that | have permission to use the original work of others in my own work when using the
Internet in my professional capacity or for school sanctioned personal use.

o Where work is protected by copyright, | will not download or distribute copies (including music and
videos).

e Staff are prohibited from using Al to create or distribute content that is discriminatory, hateful, or
violent. This includes content that could be considered bullying, harassment, or hate speech.

o Staff are prohibited from using Al to violate the privacy of students or other staff members. This
includes collecting or using personal information without consent.

e Staff must use Al in education in a way that is transparent and accountable.

e Staff must use Al in education in a way that is ethical and responsible.

Should | be responsible for an e-safety incident, a data breach or a safeguarding incident relating
to my use of technology related to my employment by the school, the investigation will be in
accordance with the appropriate school policy documentation (Digital, Al and e Safety Policy,
privacy policy, safeguarding policy, staff disciplinary policy).
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| understand that this Acceptable Use Policy applies not only to my work and use of school ICT
equipment in school, but also applies to my use of school ICT systems and equipment out of
school and my use of personal equipment in school or in situations related to my employment by
the school.

Device Loss or Damage Clause:

As part of our commitment to responsible use of company resources, if a device is provided by the
group, including laptops, iPads, and touch screens. In the unfortunate event of a device being lost or
damaged, charges may be incurred at the Head's discretion based on the circumstances surrounding
the incident.

For the loss or significant damage of a laptop, a charge of £400 will be applied.
In the case of an iPad being lost or significantly damaged, a charge of £500 will be levied.
o For a lost or significantly damaged touch screen device, a charge of £600 will be imposed.

It's important to note that these charges are intended to cover the cost of replacement and to promote
accountability among users. In addition, the IT department will conduct regular inventory checks and
provide a receipt of the device(s) to the respective individual upon distribution. We encourage all
employees to exercise responsible and careful handling of company equipment to avoid any undue
charges.
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